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Main Concepts and Terminology:

Active Scanning vs. Passive Scanning

1. Active scanning sends requests and actively interacts with the target network
to gather information

2. Passive scanning involves monitoring network traffic without sending
probes. This is like observing the body from a distance - gathering
information without direct interaction. While both have value, active
scanning is more effective for detecting issues in real-time.
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2. Nmap (Network Mapper)

used for network discovery and security auditing . Nmap helps us identify which
devices are on a network and what services they are running,. It’s essential for
penetration testing and network management, giving us insight into where
vulnerabilities might lie.

« Nmap is a tool used for network discovery and vulnerability scanning.
« It helps identify devices and services on a network
« Essential for penetration testing and improving network security.

Scanning Process:

identifying which ports on a device are open and may allow traffic in or out. Think
of port scanning as checking the entrances and exits of a building. Service
discovery tells us what services are available on these open ports, similar to
checking what organs or functions are operating in the body. Finally, operating
system fingerprinting allows us to determine the "health" of a device by
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identifying the operating systemPort scanning identifies which ports on a device
are open and can allow communication.

Service discovery determines what services are running on those open ports
(e.g., web services on port 80).

Operating system fingerprinting helps detect the OS of a device, similar to
diagnosing a patient’s condition.
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Key Techniques:

1. Network Discovery with Nmap:
Imagine you are hired by a company to conduct a penetration test. The first
step is always network discovery. You use Nmap to scan the network and
identify which devices are online, and what services they provide. This step
is crucial before trying to access any network resources,

« Network discovery is the first step in penetration testing.
« Nmap helps identify which devices and services are active on a network,
similar to an initial diagnostic check.
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2. Open Ports:

Ports are like doors to a server. If a door is open, someone can enter. A port
scan is like checking the doors to ensure they are secure. For example, a
server may have port 80 open for HTTP traffic or port 21 for FTP. Knowing
which doors are open helps determine how a server can be accessed. A
closed or filtered port, like a locked door, prevents unauthorized access.

Open ports are entry points for communication with a server or device.

A port scan helps identify these open doors and understand the potential
access points for attackers.

Closed or filtered ports prevent communication, like locked doors to secure
areas.
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3. Service and OS Identification:

After identifying open ports, Nmap can provide information about the services
running on these ports. Nmap also helps to detect the operating system (OS) of the
device Identifying these services and OS types helps in understanding what might
be vulnerable to exploitation.

Service identification reveals which applications or services are running on
open ports (e.g., HTTP, FTP).

Operating system identification helps in recognizing potential
vulnerabilities based on the OS and its version.

Knowing the services and OS gives insights into possible exploits based on
known vulnerabilities in those services.
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Key Insights:

1. Why Scanning Is Critical: a network engineer must understand the
network's structure and vulnerabilities before attempting to secure it.
Scanning helps you map the network, identify vulnerable services, and
understand the attack surface. This step is essential in creating a defense
strategy.

Scanning is essential to understand the network and its weaknesses before
any defense measures are implemented.

It helps in mapping the network, identifying services that could be
exploited, and preparing defense strategies.
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2. Best Practices for Scanning:

Use a combination of scans (SYN, TCP, UDP) for a comprehensive analysis.
Always verify results to ensure the accuracy of your findings. Be aware of
firewalls and filters that may block your scans

Using a combination of scans gives a fuller picture of the network’s status.
Always verify scan results to ensure they are correct

Be mindful of firewalls and network filters that could block scanning
efforts.
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Advanced Techniques in Port Scanning and Service Identification

1. Understanding Port Scanning and Connection Issues:
When you begin scanning, you first input the IP address, port, username,
and password. For instance, if you use FortiClient for a connection, you
need to specify these details:
o Host, port (e.g., 443), username (e.g., "Ali @ Google"), and
password.
After entering the details correctly, you can initiate the connection.
If you enter the wrong port number, it will lead to a failed
connection. For example, using port 8 instead of port 443 would not
work because the service is associated with the wrong port.
Correctly entering the port number is crucial for establishing the
right connection.
If you use the wrong port, the connection attempt will fail




Port Scanning Basics:

Port scanning is one of the initial techniques we use to determine open
ports and the services running on them. Think of this as checking the entry
points to a building.

o The port scanning process checks which ports are open, allowing

access to services.
The scan results show the status of the ports: open, closed, or
filtered.

= Open means the port is accessible and can allow traffic.

= Closed means the port is not accepting connections.

= Filtered means the port is being blocked by a firewall or

security measure.

Example:

If port 80 is scanned and marked as open, you know a web server is likely
running on that port. If it’s marked closed, no service is active. If it's
filtered, a firewall might be blocking access.

o Port scanning helps in identifying which services might be
vulnerable to attack by showing open or closed ports.

o A filtered port indicates that firewall or network protections are in
place.

Understanding Ports

Port State  Description Analogy

Open Accessible and accepting connections Unlocked door

Closed Not accepting connections Locked door

Filtered Blocked by firewall/security measure Door with security guard

Difference Between TCP and SYN Scans:

A TCP scan completes the full handshake (SYN — SYN-ACK — ACK),
which involves fully establishing a connection between your system and the

target. This method can be easily detected by the server, as the connection is
fully logged.
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o A SYN scan, however, only sends the initial SYN packet and waits
for a SYN-ACK response. This doesn’t complete the connection,
making it stealthier and harder to detect. It's like testing the door
without actually opening it.

Example:

o TCP Scan: Sends a SYN, receives a SYN-ACK, then sends an ACK
to complete the connection. This leaves logs in the server.
SYN Scan: Sends a SYN, waits for a SYN-ACK, but stops before
completing the handshake. It minimizes the risk of detection.
SYN scans are faster and more stealthy than full TCP scans.
Full TCP scans give more detailed information but are easier to
detect by the server.

UDP Scanning:

UDP ports are different from TCP because UDP is a connectionless
protocol. This means that UDP scanning doesn’t need to establish a
connection before sending data, making it trickier to detect and more useful
in scanning UDP ports.

Example:

Many services run on UDP but are often overlooked in TCP scans. For
instance, DNS typically runs on UDP (port 53), and VoIP systems may use
UDP for voice traffic.

o UDP scanning is useful for discovering vulnerabilities in
connectionless services.

o It’s more difficult to identify open UDP ports compared to TCP
ports, as they don’t use handshakes.

Service and Version Identification:

Once you know which ports are open, identifying the services running on
them is crucial. This process allows you to assess which software or
applications are available on the network.

o By using service version scanning, you can identify the version of
software running on each open port (e.g., Apache 2.8, FTP 3.2). This




1s important because older versions of services may have known
vulnerabilities.

Example:

If port 80 is open and running Apache 2.8, you now know the version of
Apache running on the web server. This allows you to check for specific
vulnerabilities associated with that version.

o Identifying the version of a service helps in determining if it has any
known vulnerabilities.

o Service version scanning helps in narrowing down the specific
exploits you may need to defend against.
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Understanding TCP and SYN Scanning:

When performing TCP scans, the process involves completing the full
handshake, meaning that it sends a SYN packet, receives a SYN-ACK from
the target, and then sends an ACK back to complete the connection. This
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leaves logs in the server, which means the server will know that an attempt
was made Problem with TCP Scan: The connection is logged in the server,
leaving a trace.

o Solution: SYN scans are useful here as they only initiate the
handshake (send SYN) and stop at that point, avoiding connection
completion and minimizing detection.

o SYN Scans are stealthier than TCP scans because they don’t
complete the handshake, making them harder to detect.

Host Discovery Commands

Command Purpose When to Use

nmap -sn <target> Ping scan only Quick host discovery

nmap -Pn <target> Skip ping, assume host up When ICMP is blocked

nmap -PB <target> Standard host discovery Default behavior

Identifying Open Ports and Services:

When you scan for open ports, you're checking whether a server is allowing
incoming connections on certain ports. For example, when scanning port 80,
you're likely checking if a web service is running.

Open Port: The port is accessible and services can be connected to.
Closed Port: The port is not accepting connections.

Filtered Port: The port might be blocked by a firewall or security
measure.

Open ports reveal active services, while filtered ports can indicate
that protective mechanisms like firewalls are in place.
Understanding the status of each port helps in identifying
vulnerabilities in the system.




Port Scanning Commands

Command Description Example
nmap -p <port> Scan specific port nmap -p 80 192.168.1.1

nmap -p <range> Scan port range nmap -p 1-1000 192.168.1.1
Scan all 65535 ports nmap -p- 192.168.1.1
nmap -F Fast scan (top 100 ports) nmap -F 192.168.1.1

Service Version and OS Fingerprinting:

Once you have identified the open ports, the next critical step is to determine
the service running on each port and its version.

o Service Version sV : If you find a service running on port 80
(HTTP), you can determine which version of the service is running,
e.g., Apache 2.8. Knowing the version allows you to check if there are
known vulnerabilities associated with it.

OS Fingerprinting sO : This helps in identifying the operating
system of the server. For example, if you detect that the server is
running Linux 2.6, you can research its vulnerabilities.

Identifying the service version is crucial for security assessments
and helps in pinpointing vulnerabilities in outdated services.

OS fingerprinting is valuable for knowing which operating system is
running, allowing for targeted attacks or defensive measures.

Service and OS Detection

Command Purpose Information Gathered

sV < > . . . . i
nmap -sV <target Service version detection Service name and version

nmap -sV -—-version-all <target> 5 ressive version detection All possible version info

nmap -O <target> OS fingerprinting Operating system details

nmap -sSV <target> Combined service + OS detection ' Both service and OS info




UDP Scanning:

UDP scans are used to detect open UDP ports, which are commonly
overlooked during TCP scans. Unlike TCP, UDP doesn’t require
establishing a connection before sending data.

o For example, services like DNS and VolP typically use UDP.
Scanning for these open UDP ports helps in identifying
vulnerabilities associated with these services.

UDP scanning is essential for uncovering services running over UDP,
which are not easily detected by regular TCP scans.

It is more challenging because UDP is a connectionless protocol and
doesn't involve a handshake.

Combining Scans for Better Results:

The most effective way to scan a network is to combine multiple scan
techniques. For example:

SYN Scan for stealthiness.

TCP Scan for thoroughness.

UDP Scan for connectionless services.

Combining scans gives you a more complete picture of the network's
health and vulnerabilities.

This multi-faceted approach ensures you don't miss any potential
security risks.

SYN:3 TCP uaad agd |1

(SYN 4aja Jlu ) (it Laa cJalslly dadluaal) alal) dpleal) Jadd « TCPuaa 510 2
(b Ol i 1 Juai) A ACK J ) izl (5aSYN-ACK (AL a3
TCP: uaad & ACalYlail A glas o) o) a4l a8 jaed) 0 rg Laa b )
AT Laa el (B Al oy Juady)

i gy g SYN) Sy (Jadd dadliaal) fay 43Y Ua SYN paad aladial ¢Say: Jall
SN (e B e JBy g Jlai) alal] cuiady Laa (dda yall Al B
éwi%W‘MW‘MYMYTCPU&‘}A&JKSSYNuad
sl

14| Page




sclasdlf g Aa gilal) Bl o G pal) |

81 901 YL Juy 8 paead) (S 13) Lo (38 lild (A gidal) Blial) (aady & o Ledic
dadd CuilS 1)) Laa (38 Sl (§() ddial) aadi Ledie (JUiall Josm Ao Admal) 3l o
Jaxdi gl

) g sl) VLT (S 5 7 sika Bhiall; g gikall 2idal

AL Sl Y g dadid e ddiall; leal) Adial)

il ;\ﬁui&.,m)mm\y Mu&gﬁ ilial) Adial)

S O ) B ilial) 38Uial) i o8 Laly cdadidll ciladd) (e CRAST da gidal) JoLial)
5393 g Aaial) cigl Ay gl Alaal)

AU 8 Alaiaall cul Al st 8 do bl ddia JS Al 4d e

s Jaridl) &J&FU}-\S‘JMM‘J‘M‘ .

IS A Jand AN Aaddd) apaad 4 40 dageall 3 gladd) ()8 (A gifall MU 2aa5 () 3 ey

L la) g dia

el sl iy « (HTTP)80 iial) o Jantidadd cisa g 13): deddd) jlaa)
< a8 LA il 1) Laa (382310 ) e J)aaY) 48 2a Apache 2.8. Jia 4asdl)

Ao A o dd g 2

5 el (alA) Sl aUAS ayaat B 138 de gy Sl aUAT e G el
Gl A8 (e daad) ey 2,6 (Sl Ao Jany B ) o) bIS) 1Y) U San
,@Eﬂi&:ﬂﬁ\g}.‘d‘

o il dibaial) jllial) andil 4l AU el dedddl jlaal o i i)
JSadaal) ciluae )

o Alaliaa a5 dUA (S 13) L a8 5y dagd Al Jaadal) allai e G i)
el allas

UDP:gasd |

s U Ledalat oty La WIS ill g ¢ UDP 2 4a sidall Blidd) LLESSY UDP paad addiiey
b)) J8 Jual) pL&) ey YUDP ¢ TCPsSs e TCP. paad
2 lwUDP. J5S5i9x5VoIP s DNS Gladd andind be WIS (Jliall o o
(Ciladdd) 03¢y Adagi pal) i Al yaat A UDP (A da gidal) 28Ual) 034 (and

15| Page




Ldda (585 38 A GUDP e Jas (A Clasdld) GLESSY bl ol UDP paad
AoutEll) cilua gadl) gﬁ
Aadlaal) 21358 Y WNTCP = 48 UDP (2 4a gidall BUiall GLES) Gy

Best Practices:

The key to an effective security strategy is a holistic approach to scanning and
understanding the network’s vulnerabilities. By combining SYN scans, TCP scans,
and UDP scans, you ensure that you identify all potential vulnerabilities, no matter
how obscure. Additionally, service version scanning and OS fingerprinting allow
for a more accurate assessment of the target's security.

1. Ping Scan (PB)
Purpose:

A Ping Scan is used to check if a host is reachable. It sends an ICMP echo request
(ping) and waits for a response. If there's no response, the host is considered down.

Command.:
nmap -PB <target IP orrange>

« -PB skips the port scan and only performs host discovery to check if the
host is up.

Usage:

o This scan is quick and useful when you only need to know if a target is
reachable.
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2. Ping Scan (PN)
Purpose:

A No Ping Scan skips the ICMP ping check and assumes the host is up, proceeding
directly to the port scan. This is useful when ICMP (ping) responses are blocked by
a firewall or other security mechanisms.

Command:
nmap -Pn <target IP or range>

« -Pn skips the ping check and proceeds directly to port scanning.
Usage:
« This scan is effective when ping is blocked but you are certain the host is up.
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3. TCP Connect Scan (PP)
Purpose:

The TCP Connect Scan attempts to establish a full TCP connection by
completing the TCP handshake (SYN, SYN-ACK, ACK). It’s the most reliable
method but is easily detectable since it fully connects.

Command.:
nmap -p <port range> <target [P>

« -p specifies the port(s) to scan.




Usage:

o This scan is used for thorough and reliable scanning but leaves a trace in the
server logs, making it easier to detect.
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4. SYN Scan (PM)
Purpose:

A SYN Scan sends a SYN packet and waits for a SYN-ACK response without
completing the full handshake. It’s faster and stealthier than the TCP connect scan,
as it doesn't establish a full connection and leaves fewer traces.

Command.:
nmap -sS <target IP>

o -sS tells Nmap to perform a SYN scan.
Usage:

o This is a stealthier and faster method, useful when you want to avoid
detection.
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5.PE - Ping Scan with Timing
Purpose:

A Ping Scan is a host discovery technique where Nmap pings a range of IP
addresses to check which hosts are up or alive. In some cases, you may want to set
specific timing for your scans (like PE, though it's not standard Nmap shorthand).

Command:
nmap -sn <target IP or range>

« -sn skips the port scan and only performs a ping check to determine if the
host is reachable.
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Timing Options and Challenges

The timing of a scan is critical in ensuring that it runs efficiently and avoids
detection. When you're scanning a network, the speed of your scan can either
trigger an alert or help you bypass detection systems.

During live target scans, you might face issues such as delays in responses,
especially when scanning large networks. This happens because the more hosts
you scan, the more time it takes to process the data. Additionally, firewalls and
intrusion detection systems (IDS/IPS) may be in place to prevent fast scans from
completing.
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2. Scan Timing Adjustments:
Nmap provides several timing options to control the speed of the scan:

o TS5 (Maximum Speed):

o This option is extremely fast but can easily be detected by IDS/IPS
systems. It’s used when you want to gather information as quickly as
possible, but it can lead to false positives and a higher risk of
detection.

o Usage: Avoid using in environments where stealth is important.

T4 (Aggressive):

o Faster than normal, but still stable. It’s suitable when you need speed
but don't want to take the extreme risk of detection. However, it can
still be flagged by IDS/IPS systems if the scan is too rapid.

o Usage: Ideal for environments where time is of the essence but some
detection is acceptable.

T3 (Normal):

o The default speed for scans. It strikes a balance between speed and
stealth, making it less likely to trigger security alarms while still
completing the scan within a reasonable time.

o Usage: Recommended for most regular scans where stealth is
required.

T2 (Slow Down):

o This reduces the scan speed significantly, making it less likely to be
detected by security systems, but it can significantly increase the time
taken to complete the scan.

o Usage: Useful in sensitive environments like banks or other critical
infrastructure.

T1 (Very Slow):

o Extremely slow, but this makes the scan more stealthy. IDS/IPS
systems are much less likely to notice or flag such scans.

o Usage: Perfect when maximum stealth is necessary but don’t mind
waiting for the scan to finish.

TO (Stealth Mode):

o The slowest option for maximum stealth. This ensures that even
highly sensitive environments with advanced detection methods will
have difficulty detecting the scan.

o Usage: Best for when complete stealth is necessary.

o




Template Name Speed Stealth Use Case

TO Paranoid Extremely Maximum Maximum stealth, sensitive

Slow environments

T1 Sneaky Very Slow Very High When detection must be avoided

T2 Polite Slow High Sensitive environments like banks

T3 Normal Medium Medium  Default, balanced scanning

T4 Aggressive Fast Low When speed matters, some

detection acceptable

T5 Insane Maximum Very Low  Quick info gathering, high detection

risk
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3. Practical Use of Timing Options:

When conducting scans, it’s crucial to adjust the speed depending on the situation.
Here’s an example:

o Ifyou're scanning a large network (e.g., a 500 IP range), you must manage
the bandwidth usage to avoid network disruptions. If you use too much
bandwidth or conduct the scan too quickly, the IDS/IPS might detect the
scan and block it.

In these cases, you might use the minimum and maximum host grouping
(--min-hostgroup and --max-hostgroup) to control the number of hosts
scanned simultaneously, which also helps in avoiding detection.
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4. Combination of Techniques for Effective Scanning:

You can combine timing options with other techniques to improve the stealth and
efficiency of your scans:
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o Stealthy Scan (Stealth Mode - T0/T1)

o This is useful when you need to scan sensitive targets (e.g., corporate
networks or systems with high security).

o You would combine the slow scan (T0 or T1) with methods like
SYN scan (-sS), which is stealthier than a full TCP connection scan.

« Timing with Specific Ports:

o Sometimes you need to scan specific ports such as 22 (SSH), 80
(HTTP), or 443 (HTTPS), especially when targeting services known
to be running on those ports.

o Example:

o nmap -p 22,80,443 -T3 <target [P>

o This helps focus on critical ports and ensure that the scan is done

efficiently.
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1. Time and Rate Control for Nmap Scans:

During a penetration test, you might be tasked with scanning large networks with
numerous hosts. The challenge 1s ensuring that the scan doesn't overwhelm the
network or trigger security defenses like Intrusion Detection Systems (IDS) and
Intrusion Prevention Systems (IPS). To do so, we rely on rate limiting and timing
adjustments.

o Minimum and Maximum Host Groups:
The flags --min-hostgroup and --max-hostgroup allow you to control how
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many hosts Nmap should scan in parallel. For large networks, especially
when dealing with hundreds of hosts, you might want to balance between
scanning efficiency and network bandwidth usage.

Command Example:
nmap --min-hostgroup 10 --max-hostgroup 50 <target>

Use Case:

If you are scanning a network with 500 IPs, using a small host group size
(e.g., 50 hosts per group) helps avoid overwhelming the network's
bandwidth and reduces the likelihood of triggering IDS/IPS due to excessive
traffic.
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nmap --min-hostgroup 10 --max-hostgroup 50 <target>
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2. Rate Limiting with Nmap:

By controlling the rate at which probes are sent, Nmap can be configured to make
the scan more subtle, especially if security devices are likely to flag fast scans. The
--min-rate and --max-rate flags allow you to control the rate at which packets are
sent.




Command Example:
nmap --min-rate 100 --max-rate 500 <target>

Use Case:

If you're scanning a business network and want to minimize the impact of the scan
on operational traffic, controlling the packet rate is essential. For instance, during
peak hours, setting a slower rate can ensure the scan does not disrupt the network
and avoid detection by security systems.
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3. Bypassing IDS/IPS with Delayed and Stealthy Scans:

Security systems like IDS/IPS often flag rapid scans, especially when multiple
probes are sent in quick succession. By manipulating the scan delay and max-
scan-delay, we can avoid triggering these defenses.

o Delay Scans:
By using --scan-delay and --max-scan-delay, we insert a delay between
probe requests, making it appear like normal network traffic instead of an
aggressive scan.

Command Example:

nmap --scan-delay 500ms --max-scan-delay 2s <target>




Use Case:

For example, if you're conducting a scan against a network protected by IDS/IPS,
increasing the delay between probes can prevent the scan from being detected by
these systems.
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nmap --scan-delay S00ms --max-scan-delay 2s <target>
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4. Advanced Techniques for Evasion:

For more advanced evasion, techniques like paralellism adjustments (--min-
parallelism, --max-parallelism) and max retries (--max-retries) are used to adjust
how aggressively Nmap scans. Lowering parallelism or limiting retries can reduce
the scan's detectability.

Command Example:
nmap --max-retries 3 --min-parallelism 5 --max-parallelism 20 <target>

Use Case:
By reducing retries and controlling parallelism, the scan behaves more like
legitimate traffic, helping to avoid detection from network security devices.
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nmap --max-retries 3 --min-parallelism 5 --max-parallelism 20 <target>
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These concepts and commands help optimize the scan process while maintaining a
level of stealth to avoid detection from network security systems. Make sure to use
the appropriate flags for each scenario to balance between scan speed, stealth, and

accuracy.

Function

Flags
(English)

Explanation (English)

Explanation
(Arabic)

Size of the
group of hosts
to be scanned
concurrently

--min-
hostgroup, --
max-
hostgroup

These flags control the
minimum and maximum
number of hosts that will be
scanned concurrently.
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Number of
scanning probes
to be launched
in parallel

--min-
parallelism, --
max-
parallelism

These flags define the
minimum and maximum
number of probes (requests)
sent out in parallel. More
probes increase the speed
but also the likelihood of
detection.
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Timeout values
for probes

--min-rtt-
timeout, --
max-rtt-
timeout, --
initial-rtt-
timeout

These flags control the
minimum and maximum
timeout values for the
round-trip time (RTT) of
probes. It determines how
long to wait for a response
before timing out.
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Maximum
number of
probe
retransmissions
allowed

--max-retries

This flag sets the maximum
number of times a probe
will be retried if no response
is received. More retries
increase the scan's
thoroughness but also its
duration.
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Maximum time
before giving up
on an entire
host

--host-timeout

This flag sets the timeout
value for scanning a single
host. If the scan does not
finish 1n this time, it will be
considered failed.
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Control the
delay inserted
between each
probe against
an individual

host

--scan-delay, -
-max-scan-
delay

These flags control the
delay between each probe
sent to a single host. This

can help avoid detection by
slowing down the scan.
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Rate of probe
packets sent per
second

--min-rate, --
max-rate

These flags define the
minimum and maximum
rate at which probe packets
are sent to the target. A
higher rate can speed up the
scan but might cause
network congestion or
detection.
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Defeat RST --defeat-rst- | This flag is used to bypass PRESNEY D E KRS
packet response ratelimit the rate-limiting mechanism | Jaxe 3aa3 41 5lal
rate by target for RST (Reset) responses | 252l RST sale))
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RST.

QOutputs in Nmap

Viewing the output in real-time can be useful, but parsing the information
afterward and feeding it into other tools is 10 times more useful. Enter the different
output options from Nmap, saving to a file of one sort or another.

Here are a few options to output, but mainly these are xml, .gnmap, and .nmap, and
they have the flags: -0X, -0G, -oN. There’s also an Easter egg output in 1337
speak, which is -0S.

Flag Format Use Case

-oN <file> Normal output Human-readable, real-time format

-0X <file> XML output Machine parsing, tool integration

el Greppable output Searching with grep
-oS <file> "1337" output Fun/easter egg format

-0A <basename>  \|| f5rmats (normal, XML, greppable) Comprehensive saving
1. XML Output (-0X)
The -0X option instructs Nmap to give the output in XML format for parsing later.

This is useful for saving scan results in a structured format that can be easily
processed by other tools or automated systems.

Command Example:

nmap 10.0.0.1 -oX outputfile
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2. Greppable Output (-0(5)

The -0G option saves the results in a greppable format, allowing you to easily
search and extract specific data using grep. For example, you can search for
"HTTPS" in the results with the following command:

Command Example:

nmap 10.0.0.1 -oG outputfile
grep HTTPS outputfile
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3. Normal Output (-oN)

The -oN option produces output in the same format as when viewed in real-time.
It’s useful for quickly identifying open ports or getting the bigger picture of a
target. This output is human-readable and can be easily interpreted.

Command Example:
nmap 10.0.0.1 -oN outputfile
ALEESY ada 18 S adl) dj\&l{.«bﬁ &%@B‘M\wﬁg@lﬁm Fi-oN Ul
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4. All Output Formats (-0A)

The -0A option is used to save the scan results in three different formats: .nmap,
.gnmap, and .xml. It’s a very convenient way to save the scan output in multiple
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formats at once, so you can use whichever format is most appropriate for your
analysis later.

Command Example:
nmap 10.0.0.1 -0A outputfile
This command will create:

« outputfile.nmap — Normal output.
+ outputfile.gnmap — Greppable output.
o outputfile.xml — XML output.
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1. Command Breakdown:
Command:

nmap -sSV -p- --min-parallelisni 64 --min-hostgroup 16 --max-hostgroup
64 --max-retries 3 -Pn =n -iL input hosts.txt -0A output --version-all --
reason

Explanation:

e nmap: The command to start the Nmap tool.

e -sSV: This tells Nmap to use service version detection, providing both the
service name and version number.

e -p-: This specifies that Nmap should scan all 65535 ports.

e —-min-parallelism 64: This option specifies the minimum number of parallel
operations Nmap will use during the scan. A higher value means more
simultaneous scans.

e -min-hostgroup 16: This option defines the minimum number of hosts to
scan in a group, reducing network congestion by not overloading the
network.

o -max-hostgroup 64: This sets the maximum number of hosts per group,
balancing speed and resource consumption.
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e --max-retries 3: The number of retries Nmap will attempt for unreachable
hosts or ports.

e -Pn: Skips host discovery, assuming the host is up. Useful when you know
the hosts are active and do not need ping tests.

e -n: Disables DNS resolution, preventing Nmap from resolving IPs to
hostnames.

e -il. input_hosts.txt: This tells Nmap to take the list of IPs or hosts from the
specified file input_hosts.txt.

¢ -0A output: Nmap will output the scan results in three formats: XML, Nmap,
and greppable formats, saved as output.

e ——version-all: Instructs Nmap to detect all possible service versions during
the scan.

e —-reason: Displays the reason why Nmap considered a port open or closed.

2. Detailed Explanation:
o Service Version Detection (-sSV):

Nmap tries to determine the version of the services running on the
open ports. This helps in identifying vulnerabilities tied to specific
software versions.
Port Scan (-p-):
By scanning all ports, Nmap ensures no potential entry point is
overlooked, which is essential in vulnerability assessments.
Parallelismrand Hostgroup Options:
Adjusting the number of simultaneous scans and grouping hosts helps
optimize scan performance, reducing time taken by balancing speed
with resource use.
Retries (-~-max-retries 3):
If a port or host does not respond, Nmap will retry up to three times
before marking it as unreachable. This ensures thorough testing under
varying network conditions.
Skipping Host Discovery (-Pn):
When the network is known to be secure and active, skipping host
discovery can speed up the scan by directly scanning the provided
hosts.

3. How to Interpret Results:

o After execution, you’ll receive an output file with detailed information

about the open ports, services, and their versions.




o The output will also indicate if a port is open or closed, with the
reason provided for each determination (whether it was based on a
direct response or a heuristic).

4. Best Practices:

o Use -0A to save the output in multiple formats for easier analysis and
reporting.
Tuning parallelism and retries helps you balance speed and network
load.
Using -Pn is suitable when scanning a known list of active hosts
without needing to ping them first.

Nmap Command Analysis

Command:

sudo nmap -sSV --version-all -p 21,22 --min-parallelism 64 --script=vuln {} -Pn -

n

Explanation:

1.

sudo nmap:
This runs Nmap with elevated privileges, which might be necessary to
access certain parts of the network or use certain scanning techniques.

. =-sSV:

This option enables both service version detection (-sV) and attempts to
identify the version of the services running on the open ports.

. =-=version-all:

This option forces Nmap to detect all possible versions of services, ensuring
you get the most detailed information about the services running on the
target.

. -p 21,22:

This specifies that Nmap should only scan ports 21 (FTP) and 22 (SSH).
These are common ports for services such as FTP servers and SSH servers.

. ——min=parallelism 64:

This option adjusts the minimum level of parallelism (number of
simultaneous operations) Nmap will use during the scan. The higher the
number, the faster the scan, but with more load on the network.

. ==script=vuln:

This tells Nmap to use the "vuln" script category, which runs vulnerability




detection scripts against the target. It helps identify common vulnerabilities
in the services that are found.

e
This placeholder typically represents the target IP address or list of target
IPs. It would need to be replaced with the actual IP address or the file
containing a list of target IPs.

. -Pn:
This option skips host discovery. Nmap will assume that the hosts are up and
go directly into scanning them. It is useful when you know the target is
active but don't want to waste time pinging it.

. N

This option tells Nmap to skip DNS resolution. It will work with IP

addresses directly and will not attempt to resolve hostnames, saving time.

. Nmap Scripting Engine (NSE):

o NSE is a framework within Nmap that allows you to run custom
scripts written in the Lua programming language.

o Nmap, like Metasploit, has scanning and vulnerability detection
capabilities but NSE is not a replacement for Metasploit; it is simply
an additional feature in Nmap to extend its scanning abilities.

Lua is a lightweight and fast programming language that is used for
scripting in Nmap.
. Key Flags for Nmap Scripts:

o -SC:

This flag tells Nmap to perform a script scan using the default set of
scripts. It's essentially the same as using --script=default.
-script=vuln:

This flag will run a select set of scripts that look for vulnerable
software on the target system. These scripts help in identifying
known vulnerabilities in the services running on the target. It’s
important to review the scripts to ensure they won’t cause any
unwanted disruptions or crashes on the target.

-script=safe:

This flag instructs Nmap to only run safe scripts against the target.
These are scripts that are intended for information gathering and do
not exploit vulnerabilities but rather collect information about the
target. This ensures no harm or disruption is caused to the target
system.




3. Additional Information:
o NSE provides a variety of scripts, and Nmap users can access a full
list of available scripts on the Nmap official site.

Nmap Scripting Engine (NSE) and Vulnerability Scanning Explanation

1. NSE and Vulnerability Detection:

o Nmap's Scripting Engine (NSE) is not a replacement for Metasploit
but is used for vulnerability scanning. It allows the execution of
scripts that search for vulnerabilities in services.

The -scripr=vuln flag runs a select set of scripts specifically looking
for vulnerabilities in the target’s software.
Metasploit and NSE are often used together, with Metasploit
focusing on exploiting discovered vulnerabilities, and Nmap focusing
on detecting those vulnerabilities.

2. How NSE Scripts Work:

o -script=safe: This flag ensures that Nmap only runs safe scripts that
will not exploit vulnerabilities but will gather information about the
system.

o The scripts can detect versions, configurations, and vulnerabilities in
services such as FTP, SSH, and more.

3. Use of Scripts:

o The -script option is followed by the script name (e.g., vuln, safe, or
others) to specify which type of scan to run.

o Nmap can gather detailed service information, such as the version
of FTP or SSH servers, and even provide login details if the scripts are
designed to detect such information.

4. Vulnerability Assessment and Exploitation:

o After scanning, NSE provides detailed information about
vulnerabilities (e.g., CVE identifiers) and associated services.

The scripts used can identify weak points such as open ports,
exploitable services, and outdated software versions.

Key Flags:

-55'V: Enables service version detection.

-script=vuln: Runs vulnerability detection scripts.
-script=safe: Runs only safe scripts for information gathering.
-6: Used for IPv6 scanning.

-T4: Speeds up the scan while balancing accuracy.

35| Page




Understanding Daemons and Services:

A daemon refers to a background service or process running on a system. For
example, the FTP daemon or the SSH daemon. Each daemon listens on a specific
port, such as SSH running on port 22 or FTP on port 21.

These services are often referred to as "daemons" or "services" because they are
always listening for incoming connections. The corresponding port (e.g., SSH on
port 22) is open and available for use by clients.
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Safe Script Execution (-script=safe):
Safe scripts are Nmap scripts that gather information without exploiting

vulnerabilities. These scripts are used to collect data about the target system, such
as service versions and configurations, but they do not cause harm.
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Evasion and Filtering with Nmap:

Evasion techniques are essential to bypass firewalls, Intrusion Detection Systems
(IDS), and Intrusion Prevention Systems (IPS). One technique is ack scanning
(-sA), which uses ACK packets instead of regular TCP packets to avoid detection
by firewalls.

Firewall evasion with fragmentation involves splitting packets into smaller pieces,
making them harder for firewalls or IDS systems to detect. This technique can be
enabled using the -f flag in Nmap.
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Fragmentation and MTU (Maximum Transmission Unit) Manipulation:

Fragmentation divides the payload into smaller segments to evade firewalls and
IDS systems. By splitting packets, firewalls find it harder to detect the attack.

MTU manipulation involves adjusting the size of the packets being sent, and this is
particularly useful for evading network detection systems. The --m7u flag allows
users to modify the MTU size.
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MTU and its Role in Evasion:

MTU (Maximum Transmission Unit) defines the largest size of data packets that
can be sent over a network. By adjusting the MTU, you can manipulate the way
data 1s transmitted, which can help avoid detection.

When bypassing firewalls, you may change the MTU to evade detection by
splitting large data packets into smaller ones.
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Script Usage for Vulnerability Scanning (-script=vuln):

The -script=vuln option in Nmap runs specific vulnerability detection scripts to
identify weaknesses and provide detailed information about exploitable services.
These scripts are useful for identifying open services with vulnerabilities, such as

FTP servers, SSH servers, and other commonly used services.
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